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• 8;712/439:50��� (HWS) [1]

• CHES [2], CARDIS('
• JIL(Joint Interpretation Library)��

• SOGIS(��*CC�������)*JIWG[3] ),$%��

[1] https://www.ieice.org/ess/hws/

[2] https://ches.iacr.org/

[3] https://www.sogis.org/uk/detail_operation_en.html
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* wCC Supporting Document CCDB-2013-05-002 Version 2.9 
Application of Attack Potential to Smartcardsx
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tHardware AVA_VLAuN�0��

4.1 Physical Attacks 

4.2 Overcoming sensors and filters 

4.3 Perturbation Attacks 

4.4 Retrieving keys with DFA 

4.5 Side-channel Attacks – Non-invasive 
retrieving of secret data 

4.6 Exploitation of Test features 

4.7 Attacks on RNG 

4.8 Ill-formed Java Card applications

4.9 Software Attacks 

4.10 Applet isolation
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ITU-T X.1373
�XG-

ITU-T X.1373 ”Secure software update 
capability for intelligent transportation 
system communication devices”

�XN( A Study on Quantitative Risk 
Assessment Methods in Security Design 
for Industrial Control Systems. 
DASC/PiCom/DataCom/CyberSciTech 
2018: 62-69

�XN( Detailed Analysis of Security Evaluation 
of Automotive Systems Based on JASO 
TP15002. SAFECOMP Workshops 2017: 
211-224

5A:iP3

�?<.�zvJ�
• J��O(ToE)iIT�?Z4�IT�?>o?�

https://dblp.uni-trier.de/db/conf/dasc/dasc2018.html
https://dblp.uni-trier.de/db/conf/safecomp/safecomp2017w.html
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JISEC (Japan Information Security Evaluation and Certification Scheme)*
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