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アクアリウム管理システム

temperature
water level

Tank

Light
Fan

position-h
position-v
swing-h
swing-v

Droid

Motors x 3
Servo x 2

WiFi network

Log database

Server programs

Show me the 
current tank status.
Send me a photo of 

tank 1.

Tank

Droid

Server computer

temperature
humidity

air pressure

Air conditioner

Switch

Internet

Twitter front-end

Air conditioner

status
Top camera

ログ
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entry

exit

00401407: CALL 00401889

<___security_init_cookie>

0040140c: JMP 004011C4

004011c4: PUSH 10
004011c6: PUSH 402248

004011cb: CALL 004017E0

004017e0: PUSH 401839
004017e5: PUSH FS:0[]{32} 

004017ec: MOV EAX,SS:10[ESP]{32} 
004017f0: MOV SS:10[ESP]{32} ,EBP

004017f4: LEA EBP,SS:10[ESP]{8} 
004017f8: SUB ESP,EAX

004017fa: PUSH EBX
004017fb: PUSH ESI
004017fc: PUSH EDI

004017fd: MOV EAX,DS:403000[]{32} 
00401802: XOR SS:-4[EBP]{32} ,EAX

00401805: XOR EAX,EBP
00401807: PUSH EAX

00401808: MOV SS:-18[EBP]{32} ,ESP
0040180b: PUSH SS:-8[EBP]{32} 

0040180e: MOV EAX,SS:-4[EBP]{32} 
00401811: MOV SS:-4[EBP]{32} ,fffffffe
00401818: MOV SS:-8[EBP]{32} ,EAX
0040181b: LEA EAX,SS:-10[EBP]{8} 

0040181e: MOV FS:0[]{32} ,EAX
00401824: RETN 

004011d0: XOR EBX,EBX
004011d2: CMP DS:403380[]{32} ,EBX

004011d8: JNZ 004011E5

004011da: PUSH EBX
004011db: PUSH EBX

004011dc: PUSH 1
004011de: PUSH EBX

004011df: CALL DS:40202c[]{32} 

004011e5: MOV SS:-4[EBP]{32} ,EBX
004011e8: MOV EAX,FS:18[]{32} 

004011ee: MOV ESI,DS:4[EAX]{32} 
004011f1: MOV SS:-1c[EBP]{32} ,EBX

004011f4: MOV EDI,403374

HeapSetInformation

004011f9: PUSH EBX
004011fa: PUSH ESI
004011fb: PUSH EDI

004011fc: CALL DS:402030[]{32} 

InterlockedCompareExchange

00401202: CMP EAX,EBX
00401204: JZ 0040121F

00401206: CMP EAX,ESI
00401208: JNZ 00401212

0040121f: XOR ESI,ESI
00401221: INC ESI

0040120a: XOR ESI,ESI
0040120c: INC ESI

0040120d: MOV SS:-1c[EBP]{32} ,ESI
00401210: JMP 00401222

00401212: PUSH 3e8
00401217: CALL DS:402034[]{32} 

00401222: MOV EAX,DS:403370[]{32} 
00401227: CMP EAX,ESI
00401229: JNZ 00401235

0040122b: PUSH 1f
0040122d: CALL 00401568

00401235: MOV EAX,DS:403370[]{32} 
0040123a: TEST EAX,EAX
0040123c: JNZ 0040126A

00401568: JMP DS:402094[]{32} 

_amsg_exit

0040123e: MOV DS:403370[]{32} ,ESI
00401244: PUSH 4020d8
00401249: PUSH 4020cc

0040124e: CALL 004017D2

0040126a: MOV DS:403034[]{32} ,ESI

004017d2: JMP DS:402078[]{32} 

_initterm_e

00401270: MOV EAX,DS:403370[]{32} 
00401275: CMP EAX,ESI
00401277: JNZ 00401294

00401279: PUSH 4020c8
0040127e: PUSH 4020c0

00401283: CALL 004017CC

00401294: CMP SS:-1c[EBP]{32} ,EBX
00401297: JNZ 004012A1

004017cc: JMP DS:40207c[]{32} 

_initterm

00401299: PUSH EBX
0040129a: PUSH EDI

0040129b: CALL DS:402038[]{32} 

004012a1: CMP DS:403384[]{32} ,EBX
004012a7: JZ 004012C2

InterlockedExchange

004012a9: PUSH 403384
004012ae: CALL 00401710

004012c2: MOV EAX,DS:40301c[]{32} 
004012c7: MOV ECX,DS:402080[]{32} 
004012cd: MOV DS:[ECX]{32} ,EAX
004012cf: PUSH DS:40301c[]{32} 
004012d5: PUSH DS:403020[]{32} 
004012db: PUSH DS:403018[]{32} 

004012e1: CALL 00401090

<___tzset>

004012b3: POP ECX
004012b4: TEST EAX,EAX
004012b6: JZ 004012C2

004012b8: PUSH EBX
004012b9: PUSH 2

004012bb: PUSH EBX
004012bc: CALL DS:403384[]{32} 

00401090: PUSH EBP
00401091: MOV EBP,ESP

00401093: PUSH ECX
00401094: PUSH EBX

00401095: CALL 00401000

00401000: PUSH EBX
00401001: PUSH ESI
00401002: PUSH EDI

00401003: MOV EDI,DS:4020b8[]{32} 
00401009: PUSH 800
0040100e: CALL EDI

malloc

Sleep

0040121d: JMP 004011F9

00401232: POP ECX
00401233: JMP 00401270

00401253: POP ECX
00401254: POP ECX

00401255: TEST EAX,EAX
00401257: JZ 00401270

00401259: MOV SS:-4[EBP]{32} ,fffffffe
00401260: MOV EAX,ff

00401265: JMP 00401347

00401347: CALL 00401825

00401825: MOV ECX,SS:-10[EBP]{32} 
00401828: MOV FS:0[]{32} ,ECX

0040182f: POP ECX
00401830: POP EDI
00401831: POP EDI
00401832: POP ESI
00401833: POP EBX

00401834: MOV ESP,EBP
00401836: POP EBP

00401837: PUSH ECX
00401838: RETN 

0040134c: RETN 

00401288: POP ECX
00401289: POP ECX

0040128a: MOV DS:403370[]{32} ,2

00401010: MOV ESI,EAX
00401012: ADD ESP,4

00401015: TEST ESI,ESI
00401017: JNZ 00401039

00401019: PUSH 402104
0040101e: CALL DS:4020ac[]{32} 

00401039: PUSH 800
0040103e: CALL EDI

__iob_func

malloc

00401024: ADD EAX,20
00401027: PUSH EAX

00401028: CALL DS:4020b0[]{32} 

fprintf

00401040: MOV EDI,EAX
00401042: ADD ESP,4

00401045: TEST EDI,EDI
00401047: JZ 00401019

00401049: MOV EBX,DS:4020a0[]{32} 
0040104f: PUSH 40211c

00401054: PUSH 800
00401059: PUSH ESI
0040105a: CALL EBX

_snprintf

0040105c: PUSH 40212c
00401061: PUSH 800
00401066: PUSH EDI
00401067: CALL EBX

_snprintf

00401069: MOV EBX,DS:40209c[]{32} 
0040106f: PUSH ESI
00401070: PUSH ESI

00401071: PUSH 40213c
00401076: CALL EBX

printf

00401078: PUSH EDI
00401079: PUSH EDI

0040107a: PUSH 40214c
0040107f: CALL EBX

printf

0040102e: ADD ESP,8
00401031: PUSH 1

00401033: CALL DS:4020a8[]{32} 

exit

00401081: PUSH ESI
00401082: CALL DS:4020a4[]{32} 

free

00401088: ADD ESP,34
0040108b: POP EDI
0040108c: POP ESI
0040108d: POP EBX

0040108e: RETN 

0040109a: MOV EBX,DS:40209c[]{32} 
004010a0: PUSH 40215c

004010a5: CALL EBX

printf

004010a7: ADD ESP,4
004010aa: CALL DS:402098[]{32} 

getchar

004010b0: PUSH ESI
004010b1: MOV SS:-4[EBP]{32} ,0

004010b8: PUSH EDI
004010b9: LEA ESP,SS:[ESP]{8} 

004010c0: MOV EDI,DS:4020b8[]{32} 
004010c6: PUSH 800
004010cb: CALL EDI

malloc

004010cd: MOV ESI,EAX
004010cf: ADD ESP,4

004010d2: TEST ESI,ESI
004010d4: JZ 00401149

004010d6: PUSH 800
004010db: CALL EDI

00401149: PUSH 402104
0040114e: CALL DS:4020ac[]{32} 

malloc

__iob_func

004010dd: MOV EDI,EAX
004010df: ADD ESP,4

004010e2: TEST EDI,EDI
004010e4: JZ 00401149

004010e6: PUSH 40211c
004010eb: PUSH 800
004010f0: PUSH ESI

004010f1: CALL DS:4020a0[]{32} 

_snprintf

00401154: ADD EAX,20
00401157: PUSH EAX

00401158: CALL DS:4020b0[]{32} 

fprintf

004010f7: PUSH 40212c
004010fc: PUSH 800
00401101: PUSH EDI

00401102: CALL DS:4020a0[]{32} 

_snprintf

00401108: PUSH ESI
00401109: PUSH ESI

0040110a: PUSH 40213c
0040110f: CALL EBX

printf

0040115e: ADD ESP,8
00401161: PUSH 1

00401163: CALL DS:4020a8[]{32} 

exit

00401111: PUSH EDI
00401112: PUSH EDI

00401113: PUSH 40214c
00401118: CALL EBX

printf

0040111a: PUSH ESI
0040111b: CALL DS:4020a4[]{32} 

free

00401121: MOV EAX,SS:-4[EBP]{32} 
00401124: INC EAX

00401125: ADD ESP,34
00401128: MOV SS:-4[EBP]{32} ,EAX

0040112b: CMP EAX,64
0040112e: JL 004010C0

00401130: POP EDI
00401131: POP ESI

00401132: PUSH 40215c
00401137: CALL EBX

printf

00401139: ADD ESP,4
0040113c: CALL DS:402098[]{32} 

getchar

00401142: XOR EAX,EAX
00401144: POP EBX

00401145: MOV ESP,EBP
00401147: POP EBP

00401148: RETN 

004012e6: ADD ESP,c
004012e9: MOV DS:403030[]{32} ,EAX
004012ee: CMP DS:403024[]{32} ,EBX

004012f4: JNZ 0040132D

004012f6: PUSH EAX
004012f7: CALL DS:4020a8[]{32} 

0040132d: CMP DS:403034[]{32} ,EBX
00401333: JNZ 0040133B

00401335: CALL DS:40208c[]{32} 

0040133b: MOV SS:-4[EBP]{32} ,fffffffe
00401342: MOV EAX,DS:403030[]{32} 

_cexit
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