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Example: Matchmaker Application

profile profil.e

<@ (handsome A rich)
V (aist Acrypto) aist, crypto]

e 2015: infamous leak incident on a matchmaker
S e rVi Ce AS h I ey M a d is O n http://www.businessinsider.com/cheating-affair-website-ashley-madison-hacked-user-data-leaked-2015-7

This application example is inspired by Hoeteck Wee's Asiacrypt 2016 talk. 8



Attribute Based Encryption
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Attribute Based Encryption (naively)
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Attribute Based Encryption (naively)
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Not secure if users collude &
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Attribute Based Encryption: Key Idea

ﬁ(ey Idea [S\WO05] x

string — function

Raist — Raist(s)
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mix&match

failed!
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Attribute Based Encryption: Toy Scheme

¥
<® (aist A crypto)
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still one-time, private-key scheme &
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Attribute Based Encryption

The Toy scheme Key idea

one-time enc multiple-time enc | A— A(r)

private-key enc public-key enc B — g® mod N

e Public-key scheme: Anyone can encrypt.

e g° mod N hides B, and hence can be pubilic.

'

(crypto basic: discrete log is hard.)
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Unbounded boolean formulae

ABE for any

Boolean circuits o
policies?

Arithmetic circuits

Turing machines
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General Design Framework for ABE

}

@ tm 2

Main results:

- [Attrapadung EUROCRYPT14]

- [Attrapadung ASIACRYPT16]

- [Attrapadung PKC17]

- Independently by [Wee TCC14], [Chen et. al. EUROCRYPT15]

Introduce “Pair encoding” functions f(Y) and g(X)
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Utility+ Privacy/Security/Authenticity

Cryptography Platform

functional encryption

attribute-based encryption
homomorphic signature

homomorphic encryption
attribute-based signature

secure multi-party computation
pseudo-random functions

secure boot in trusted execution environment
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Homomorphic Encryption

Our WebAssembly

implementation

Encrypt 0.96 msec

Multiply 24.3 msec

Decrypt 12.6 msec
@Safari iPhone 7

e Application: Secure outsourcing
e Fully homomorphic: can do any +, X
e Leveled homomorphic: limited number of X

e Ours: fastest 2-level scheme [Attrapadung et al. AsiaCCS18]
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Secure Outsourced Computation

I -

/

e Hot topic: f for machine learning (training/classification)

e example: Microsoft Cryptonet [Dowlin et al. ICML16], ...
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Example: Private Personal Genome Test
A

PEANERR cancer

X
| f: probability
Your chance of / calculation
getting cancer: -— Y%
y% = / where f(x)=y

e Not practical yet when f is heavy &
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Secure Multi-Party Computation (MPC)

Each holds private input

'i‘ Xl\

X2 —_—
/ interactive protocol
’i‘ g

e Hot topic: f for machine learning

At the end

w knows only x;, y
(7)

e SecureML[CCS17], MiniONN [CCS17], Gazelle [USENIX18],
Tapas [ICML18], ..., Mobius [Our paper, arXiv18]
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App: Outsource to Non-colluding servers

w m ﬂ
secret sharmg c

MP _} fon shares
f(x) $ P Igi-

e Our result: Practical protocols via client-aid techniques
[Morita, Attrapadung, Teruya, Ohata, Nuida, Hanaoka ESORICS1 8;6
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Attribute Based Signature

w Ou can sign .

X: aist, crypto Y: (aistVphd) A (cryptoVAl)

if R(X, Y)=1

Privacy: X is private

e Applications: anonymous credentials

e QOur result: Schemes for any circuits/ Turing machines

e [Sakai, Attrapadung, Hanaoka PKC16]

e [Sakai, Katsumata, Attrapadung, Hanaoka Asiacrypt18]
28
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Homomorphic Signature

a=2)r>< |:>=5)r n <:=34P>< d=74P
Bob Bob Bob Bob

ab+cd=31

»ob

e Application: Verifiable computation
e Fully homomorphic: can do any +, X
e Linear homomorphic: can do +

e QOurs: efficient schemes [Attrapadung et al. PKC11, PKC13
ASIACRYPT12]



What We Do from Now

Utility+ Privacy/Security/Authenticity

Cryptography Platform

. . functional encryption
attribute-based encryption

homomorphic signature
homomorphic encryption
attribute-based signature

secure multi-party computation
pseudo-random functions

secure boot in trusted execution environment



What We Do from Now

Utility+ Privacy/Security/Authenticity

e New applications

s
Cryptography Platform

functional encryption

attribute-base~’

homomorphi e New primitives/improved schemes

secure multi-j ability to switch/combine tools
2015

secure boot in trusted execution environment



Summary: | introduced
e Cryptography Platform Research Team @ GPSE€

o attribute based / homomorphic encryption 8 N
o attribute based / homomorphic signature

e secure multi-party computation protocols

=
—
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e Ongoing work

 Cryptographic Agility —
: : =
* Secure and fast implementations GG




Thank you !

Cyber Physical Security Research Center



